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Guidelines for Laws and Regulations of Trade Secrets

i Civil Law

1.<Civil Code of the People's Republic of China>
( came into force on January 1, 2021)

Article 123 The parties to civil legal relations en-
joy intellectual property rights in accordance with the law.

Intellectual property rights are the proprietary rights
enjoyed by right holders in accordance with the law in re-
spect of the following objects:

(1) Works.

(2) Inventions, utility models, and designs.

(3) Trademarks.

(4) Geographic indications.

(5) Trade secrets.

(6) Layout designs of integrated circuits.

(7) New varieties of plants.

(8) Other objects specified by laws.

Article 501 A trade secret or any other confidential
information that the parties have learned in contracting
shall not be disclosed or improperly used, no matter the
contract is formed or not; and if the party discloses or im-
properly uses such trade secret or information, causing
loss to the other party, it shall be liable in damages.

Article 850 A technology contract which illegally
monopolizes technology or infringes on the technology of
a third party is void.
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Article 861 The right to use and transfer the know-
how resulting from a commissioned or cooperative devel-
opment, and the method for allocation of income shall be
agreed upon by the parties. Where such matters are not
agreed or the agreement is not clear, nor can they be de-
termined in accordance Article 510 of this Code, each
party is entitled to use and transfer the technology, before
a patent is granted on the same technical solution, pro-
vided that the developer in a commissioned development
may not transfer the technology to a third party before it
delivers the technology to the commissioning party.

Article 862 A technology transfer contract is a
contract by which a right holder that legally owns tech-
nology assigns rights related to an existing specific patent,
patent application, or know-how to another person.

A technology licensing contract is a contract by
which a right holder who legally owns technology li-
censes another person to exploit and use rights related to
an existing specific patent and know-how.

The stipulations in a technology transfer contract or
technology licensing contract regarding the provision of
special equipment and raw materials for the exploitation
of the technology, or that of related technical consulting
and technical services are an integral part of the contract.

Article 863  Technology transfer contracts include
contracts for the assignment of patent, assignment of pa-
tent application right, and transfer of know-how, among
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others.

Technology licensing contracts include patent li-
censing, know-how licensing, and other contracts.

Technology transfer contracts and technology licens-
ing contracts shall be in written form.

Article 864 A technology transfer contract or
technology licensing contract may set forth the scope of
exploitation of the patent or the use of the know-how by
the transferor and the transferee, provided that it may not
restrict technological competition and technological de-
velopment.

2.<Anti-Unfair Competition Law of the People’'s
Republic of China> ( came into force on April 23,2019)

Article 9 A business shall not commit the follow-
ing acts of infringing upon trade secrets:

(1) Acquiring a trade secret from the right holder by
theft, bribery, fraud, coercion, electronic intrusion, or any
other illicit means.

(2) Disclosing, using, or allowing another person to
use a trade secret acquired from the right holder by any
means as specified in the preceding subparagraph.

(3) Disclosing, using, or allowing another person to
use a trade secret in its possession, in violation of its con-
fidentiality obligation or the requirements of the right
holder for keeping the trade secret confidential.

(4) Abetting a person, or tempting, or aiding a person
into or in acquiring, disclosing, using, or allowing another
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person to use the trade secret of the right holder in viola-
tion of his or her non-disclosure obligation or the require-
ments of the right holder for keeping the trade secret con-
fidential.

An illegal act as set forth in the preceding para-
graph committed by a natural person, legal person or un-
incorporated organization other than a business shall be
treated as infringement of the trade secret.

Where a third party knows or should have known
that an employee or a former employee of the right holder
of a trade secret or any other entity or individual has com-
mitted an illegal act as specified in paragraph 1 of this Ar-
ticle but still acquires, discloses, uses, or allows another
person to use the trade secret, the third party shall be
deemed to have infringed upon the trade secret.

For the purpose of this Law, "trade secret" means
technical, operational or other commercial information
unknown to the public and is of commercial value for
which the right holder has taken corresponding confiden-
tiality measures.

Article 17 A business causing any damage to an-
other person in violation of this Law shall assume civil
liability according to the law.

A business whose lawful rights and interests are
damaged by any act of unfair competition may institute an
action in a people’s court.

The amount of compensation for the damage caused
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to a business by any act of unfair competition shall be de-
termined as per the actual loss of the business incurred for
the infringement or if it is difficult to calculate the actual
loss, as per the benefits acquired by the tortfeasor from the
infringement. If a business infringes upon a trade secret in
bad faith with serious circumstances, the amount of com-
pensation may be determined to be more than one time
but not more than five times the amount determined by
the aforesaid method. The amount of compensation shall
also include reasonable disbursements made by the busi-
ness to prevent the infringement.

Where a business violates Article 6 or Article 9 of
this Law, and it is difficult to determine the actual loss
suffered by the right holder due to the infringement or the
benefits acquired by the tortfeasor from the infringement,
a people's court may, based on the circumstances of the
infringement, render a judgment to award compensation
in the amount of not more than five million yuan to the
right holder.

Article 32 In the civil trial procedure for infringe-
ment of a trade secret, if the right holder of the trade secret
provides prima facie evidence that it has taken confiden-
tiality measures for the claimed trade secret and reasona-
bly indicates that the trade secret has been infringed upon,
the alleged tortfeasor shall prove that the trade secret
claimed by the right holder is not a trade secret as de-
scribed in this Law.
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If the right holder of a trade secret provides prima
facie evidence to reasonably indicate that the trade secret
has been infringed upon, and provide any of the following
evidence, the alleged tortfeasor shall prove the absence of
such infringement:

(1) Evidence that the alleged tortfeasor has a channel
or an opportunity to access the trade secret and that the
information it uses is substantially the same as the trade
secret.

(2) Evidence that the trade secret has been disclosed
or used, or is at risk of disclosure or use, by the alleged
tortfeasor.

(3) Evidence that the trade secret is otherwise in-
fringed upon by the alleged tortfeasor.

3.<Interpretation by the Supreme People's Court
of Several Issues Concerning the Application of the
Anti-Unfair Competition Law of the People's Republic
of China>(No. 9 [2022] of the Supreme People's
Court,came into force on March 20, 2020)

Article 27  When an alleged act of unfair competi-
tion occurs outside the territory of the People's Republic
of China, but the infringement result occurs within such
territory, if a party contends that the people's court in the
place of infringement result should exercise jurisdiction,
the people's court shall uphold the contention.

4.<Provisions of the Supreme People's Court on
Several Issues Concerning the Application of Law in
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the Trial of Civil Cases Involving Infringements upon
Trade Secrets>

( Interpretation No. 7 [2020]of the Supreme Peo-
ple's Court,came into force on September 12, 2020 )

Article 1 A people's court may determine the in-
formation on structure, raw materials, components, for-
mulas, materials, samples, styles, propagation materials
of new plant varieties, processes, methods or their steps,
algorithms, data, computer programs and their relevant
documents, among others, relating to technology as tech-
nical information set forth in paragraph 4, Article 9 of
the Anti-Unfair Competition Law.

A people's court may determine the information on
creativity, management, sale, finance, plans, samples,
bidding materials, clients' information and data, among
others, relating to business activities as business infor-
mation set forth in paragraph 4, Article 9 of the Anti-Un-
fair Competition Law.

For the purpose of the preceding paragraph, "clients'
information" includes a client's name, address, contact in-
formation, and trading practices, intention, content, and
other information.

Article 2 Where a party claims that a specific cli-
ent falls under a trade secret only on the ground that the
party maintains long-term stable trading relationships
with the client, the people's court shall not support the
claim.
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Where a client, based on the trust in an individual
employee, conducts transactions with the entity to which
the employee belongs, if the employee, after leaving his
or her office, is able to prove that the client voluntarily
chooses to conduct transactions with him or her or his or
her new employer, the people's court shall determine that
the employee has not obtained the trade secret of the right
holder by improper means.

Article 3 Where any information requested for
protection by a right holder is not generally known and
easily accessible by relevant personnel in the relevant
field when an alleged infringement occurs, the people's
court shall determine that the information is not known by
the public as provided for in paragraph 4, Article 9 of
the Anti-Unfair Competition Law.

Article 4 Under any of the following circum-
stances, a people's court may determine that the relevant
information is known by the public:

(1) The information falls under common sense or in-
dustry practices in the field to which it belongs.

(2) The information only involves such contents as
the product size, structure, materials, and simple combi-
nation of components, which may be directly obtained by
relevant personnel in the field to which the party belongs
through the observation of products on the market.

(3) The information has been disclosed to the pub-
lic in any open publication or any other media.
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(4) The information has been disclosed to the pub-
lic through public seminars, exhibitions, and other meth-
ods.

(5) The information may be obtained by relevant
personnel in the field to which the party belongs through
other public channels.

New information formed after reviewing, improving
or processing the information known by the public shall
be deemed as not known by the public, if such new infor-
mation complies with Article 3 of these Provisions.

Article 5 The people's court shall determine the
reasonable confidentiality measures taken by a right
holder to prevent the leakage of a trade secret prior to the
occurrence of any alleged infringement as the correspond-
ing confidentiality measures set forth in paragraph 4, Ar-
ticle 9 of the Anti-Unfair Competition Law.

A people's court shall determine whether a right
holder has taken corresponding confidentiality measures
based on such factors as the nature of the trade secret and
its carrier, the commercial value of the trade secret, iden-
tification degree of confidentiality measures, degree of
correspondence between confidentiality measures and the
trade secret, and the right holder's willingness to keep the
trade secret confidential.

Article 6 Under any of the following circum-
stances, if it is sufficient to prevent the leakage of a trade
secret under normal circumstances, a people's court shall
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determine that the right holder has taken corresponding
confidentiality measures:

(1) A confidentiality agreement has been signed or
confidentiality obligations have been agreed upon in the
contract.

(2) Confidentiality requirements are raised to em-
ployees, former employees, suppliers, clients, and visitors,
who are able to access and obtain trade secrets in such
forms as bylaws, training, rules and regulations, and writ-
ten notification.

(3) Visitors' access to factory premises, workshops
and other production or distribution premises involving
the trade secret is restricted or such premises are differen-
tiated for separate management.

(4) Trade secrets and their carriers are differentiated
for separate management by such methods as marking,
classification, isolation, encryption, sealing-up, limiting
the scope of persons who are able to access or obtain the
trade secrets and their carriers.

(5) Measures are taken to prohibit or restrict the use
of, access to, storage in or reproduction from computer
equipment, electronic equipment, network equipment,
storage equipment, and software that can access or obtain
trade secrets.

(6) Employees leaving their office are required to
register, return, clear and destroy the trade secrets ac-
cessed or obtained by them and their carriers, and
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continue to assume the confidentiality obligation.

(7) Taking other reasonable confidentiality measures.

Article 7 Where any information for which protec-
tion is requested by a right holder has realistic or potential
commercial value as it is not known by the public, the
people's court may, upon examination, determine that the
information has commercial value as provided for in par-
agraph 4, Article 9 of the Anti-Unfair Competition Law.

Where any periodic achievement formed in produc-
tion and distribution activities complies with the provi-
sions of the preceding paragraph, the people's court may
determine upon examination that the achievement has
commercial value.

Article 8 Where an alleged infringer obtains a
right holder's trade secret in a manner that violates legal
provisions or recognized business ethics, the people's
court shall determine that the alleged infringer has ob-
tained the trade secret of the right holder by other im-
proper means as set forth in paragraph 1, Article 9 of
the Anti-Unfair Competition Law.

Article 9 Where an alleged infringer directly uses
any trade secret in its production and distribution activi-
ties, or uses any trade secret after the modification or im-
provement thereof, or adjusts, optimizes or improves rel-
evant production and distribution activities based on any
trade secret, the people's court shall determine that the al-
leged infringer has used the trade secret as set forth
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in Article 9 of the Anti-Unfair Competition Law.

Article 10 The people's court shall determine the
confidentiality obligation assumed by a party in accord-
ance with legal provisions or the confidentiality obliga-
tion agreed upon in a contract as a confidentiality obliga-
tion set forth in paragraph 1, Article 9 of the Anti-Unfair
Competition Law.

Where the parties have not agreed on the confidenti-
ality obligation in their contract, but the alleged infringer
knows or should have known that the information ob-
tained by it or him belongs to the trade secret of the right
holder according to the principle of good faith and the
contract nature, purpose, conclusion process, and trading
practices, the people's court shall determine that the al-
leged infringer shall assume the obligation to keep confi-
dential the trade secret obtained by it or him.

Article 11 A people's court may determine opera-
tors and managers of and other personnel having labor re-
lations with a legal person or an unincorporated organiza-
tion as employees or former employees set forth in para-
graph 3, Article 9 of the Anti-Unfair Competition Law.

Article 12 A people's court may, when determin-
ing whether an employee or a former employee has chan-
nels or opportunities to obtain a right holder's trade secret,
consider the following factors in relation thereto:

(1) His or her duties, responsibilities and authority.

(2) The job undertaken by him or her or task
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assigned to him or her by the entity.

(3) Specific circumstances of his or her participation
in production and distribution activities relating to the
trade secret.

(4) Whether he or she keeps, uses, stores, reproduces,
controls or otherwise accesses or obtains any trade secret
and the carrier thereof.

(5) Other factors that need to be taken into consider-
ation.

Article 13 Where there is no substantial difference
between any alleged infringing information and relevant
trade secret, the people's court may determine that the al-
leged infringing information is substantially identical to
the trade secret set forth in paragraph 2, Article 32 of
the Anti-Unfair Competition Law.

A people's court may consider the following factors
when determining whether it is "substantially identical" to
that set forth in the preceding paragraph:

(1) The degree of similarity and difference between
the alleged infringing information and the trade secret.

(2) Whether it is easy for the relevant personnel in
the relevant field to think of the difference between the
alleged infringing information and the trade secret when
an alleged infringement occurs.

(3) Whether the alleged infringing information is
substantially different from the trade secret in terms of
purposes, use methods, objectives, and effects, among
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others.

(4) Situation relating to the trade secret in public
fields.

(5) Other factors that need to be taken into consider-
ation.

Article 14 The people's court shall determine the

alleged infringing information obtained through inde-
pendent development or reverse engineering as not con-
stituting the infringement upon trade secrets as set forth
in Article 9 of the Anti-Unfair Competition Law.
For the purpose of the preceding paragraph, "reverse en-
gineering" means obtaining relevant technical infor-
mation of a product obtained from any public channel by
technical means through disassembling, survey and map-
ping, and analysis of the product.

Where an alleged infringer that has obtained the
trade secret of the right holder by improper means claims
no infringement upon the trade secret on the ground of
reverse engineering, the people's court shall not support
the claim.

Article 15 Where the respondent is attempting to
obtain, disclose, use or allow any other person to use, or
has obtained, disclosed, used or allowed any other person
to use the trade secret claimed by a right holder by im-
proper means, the people's court may render a ruling to
take preservation measures in accordance with the law, if
the failure to take preservation measures will make it
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difficult to enforce the relevant judgment or cause other
damage to any party or cause irreparable damage to the
right holder's lawful rights and interests.

Where any of the circumstances set forth in the pre-
ceding paragraph falls under emergency set forth in Arti-
cle 100 or Article 101 of the Civil Procedure Law, the
people's court shall render a ruling within 48 hours.

Article 16 Where a natural person, legal person or
unincorporated organization other than dealers infringes
upon any trade secret, if the right holder claims that the
infringer shall assume civil liability in accordance
with Article 17 of the Anti-Unfair Competition Law, the
people's court shall support the claim.

Article 17 Where a people's court renders a judg-
ment on the civil liability for ceasing the infringement
upon a trade secret, the time for cessation of infringement
shall generally last until the trade secret has been known
by the public.

Where the time for cessation of infringement as de-
termined in a judgment according to the provisions of the
preceding paragraph is evidently irrational, the people's
court may, under the premise of legally protecting the
competitive advantages of the right holder in terms of the
trade secret, render a judgment that the infringer shall
cease using the trade secret within a certain period or
scope.

Article 18  Where a right holder requests a
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judgment ordering an infringer to return or destroy the
carrier of any trade secret, or clear any information on
trade secret under the control of the infringer, the people's
court shall generally support the request.

Article 19 Where a trade secret is known by the
public due to infringement, a people's court may take into
consideration the commercial value of the trade secret
when determining the amount of compensation in accord-
ance with the law.

A people's court shall, when determining the com-
mercial value set forth in the preceding paragraph, take
into consideration such factors as research and develop-
ment cost, income obtained from the exploitation of the
trade secret, available benefits and period of time during
which competitive advantages may be maintained.

Article 20 Where a right holder requests the deter-
mination of actual loss caused due to infringement by ref-
erence to the royalty of the trade secret, the people's court
may determine the actual loss based on such factors as the
licensing nature, content, actual performance, as well as
the nature, circumstances and consequences of the in-
fringement.

A people's court may, when determining the amount
of compensation in accordance with paragraph 4, Article
17 of the Anti-Unfair Competition Law, take into consid-
eration such factors as the nature, commercial value, re-
search and development cost, and degree of innovation of
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the trade secret, competitive advantages it may bring, the
infringer's subjective fault as well as the nature, circum-
stances and consequences of the infringement.

Article 21  Where a party or a person that is not a
party to the case applies in writing to the people's court
for taking measures to keep confidential evidence and ma-
terials involving the trade secret of the party or the person
that is not a party to the case, the people's court shall take
necessary confidentiality measures during preservation,
exchange of evidence, cross-examination, entrusted au-
thentication, questioning, court trial and other legal pro-
ceedings.

Whoever, in violation of the requirements for confi-
dentiality measures set forth in the preceding paragraph,
discloses any trade secret without authorization or uses
any trade secret other than in legal proceedings or allows
any other person to use any trade secret accessed or ob-
tained in legal proceedings shall assume civil liability in
accordance with the law. If any of the circumstances set
forth in Article 111 of the Civil Procedure Law is consti-
tuted, the people’s court may take compulsory measures
in accordance with the law. If it is criminally punishable,
the offender shall be held criminally liable in accordance
with the law.

Article 22 A people's court shall, when trying a
civil case concerning the infringement upon any trade se-
cret, examine the evidence formed in criminal
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proceedings for the crime involving the infringement
upon trade secret in a comprehensive and objective man-
ner according to legal procedures.

Where a party to a civil case concerning the infringe-
ment upon a trade secret and its agent ad litem are unable
to collect on their own the evidence relating to an alleged
infringement, which is kept by the public security author-
ity, procuratorial authority or people's court due to any ob-
jective reason and apply for investigation and evidence
collection, the people's court shall approve the application,
except that it may affect ongoing criminal proceedings.

Article 23 Where a party claims the determination
of the amount of compensation in a civil case involving
the same infringement upon trade secret based on the ac-
tual loss or illegal income determined by an effective
criminal judgment, the people's court shall support the
claim.

Article 24 Where a right holder has provided
prima facie evidence on the benefits obtained by the in-
fringer from the infringement, but the account books and
materials relating to the infringement upon trade secret are
possessed by the infringer, the people's court may, upon
the application of the right holder, order the infringer to
provide such account books and materials. If the infringer
refuses to provide such account books or materials with-
out any justified reason or fails to provide them in a truth-
ful manner, the people's court may determine the benefits

49

>



< Guidelines for Laws and Regulations of Trade Secrets

obtained by the infringer from the infringement based on
the claim of and evidence provided by the right holder.

Article 25 Where a party requests the suspension
of trial of a civil case concerning the infringement upon
any trade secret on the ground that a criminal case involv-
ing the same alleged infringement upon trade secret has
not been concluded, the people's court shall support the
request if it deems after soliciting the opinions of the par-
ties that the trial result of the criminal case must be taken
as the basis.

Article 26 Where the licensee of a sole licensing
contract on the exclusive use of a trade secret files a law-
suit against an infringement upon a trade secret, the peo-
ple's court shall accept the lawsuit in accordance with the
law.

Where the licensee of an exclusive license contract
files a lawsuit jointly with the right holder, or separately
under the circumstance that the right holder does not file
any lawsuit, the people's court shall accept the lawsuit in
accordance with the law.

Where the licensee of a simple license contract files
a lawsuit jointly with the right holder, or separately upon
the right holder's written authorization, the people's court
shall accept the lawsuit in accordance with the law.

Article 27 A right holder shall clarify the specific
content of a trade secret claimed before the conclusion of
first-instance court debate. If only certain aspects can be
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specified, the people's court shall try the specified part.

Where a right holder separately claims in second-in-
stance proceedings the specific content of a trade secret
that are not clarified in first-instance proceedings, the peo-
ple's court of second instance may conduct mediation re-
garding the claim related to the specific content of the
trade secret on a voluntary basis, and shall inform the
party to file a separate lawsuit if mediation fails. If both
parties agree on the joint trial of the case by the people's
court of second instance, the people's court of second in-
stance may try the case on a consolidated basis.

Article 28 Where a people's court tries a civil case
concerning the infringement upon a trade secret, the law
when the alleged infringement occurs shall apply. If the
alleged infringement has occurred before the law is
amended and continues after the law is amended, the
amended law shall apply.

Article 29 These Provisions shall come into force
on September 12, 2020. For any discrepancies between
these Provisions and any judicial interpretation previously
issued by the Supreme People's Court, these Provisions
shall prevail.

A pending case in a people's court of first or second
instance after these Provisions come into force shall be
governed by these Provisions after these Provisions come
into force; but a case, for which an effective judgment has
been rendered before these Provisions come into force
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shall not be retried according to these Provisions.
5.<Interpretation of the Supreme People’s Court
concerning Some Issues on Application of Law for the
Trial of Cases on Disputes over Technology Con-
tracts>(came into force on January 1, 2021 )

Article 1 Technological achievements shall mean
the technological plans involving product, process, mate-
rial and the improvements, etc. thereof, which are made
with utilization of scientific and technological knowledge,
information and experiences, including patents, patent ap-
plications, technical secrets, computer software, inte-
grated circuit layout designs, new varieties of plant, and
S0 on.

Technical secret shall mean the technical infor-
mation which is unknown by the public, has commercial
value, and also is maintained confidential by the obligee
concerning which the obligee has taken corresponding
confidential measures.

Article 12 In accordance with Article 850 of the
Civil Code, after a technology contract infringing upon
other's technical secret is confirmed as invalid, the party
who obtained the technical secret in good faith may, un-
less otherwise prescribed by laws or administrative regu-
lations, continue using this technical secret within the
same scope as that when he obtained it, provided that he
shall pay the obligee reasonable royalties and bear confi-
dential obligations.
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Where both parties maliciously collude with each
other to conclude or implement a contract, or one party
who knows or ought to know the other party's infringe-
ment concludes a contract with such other party or imple-
ments the contract, such conclusion or implementation of
the contract shall be joint infringement, and the people's
court shall rule that the tortfeasors shall bear joint indem-
nity liabilities or confidential obligations, therefore the
party who has obtained the technical secret may not con-
tinue using this technical secret.

Article 13 Where a person who may continue us-
ing a technical secret in accordance with Paragraph 1 of
the preceding article is in dispute with the obligee over the
payment of royalties, either party may require the people's
court for settlement. If the user continues using the tech-
nical secret but refuses to pay the royalties, the people's
court may, upon the obligee's request, rule that the user
cease using it.

The people's court may determine the royalties in a
reasonable way on the basis of the royalties for the obligee
to usually license this technical secret, or the royalties
paid by the user to obtain the technical secret, as well as
by taking into consideration such factors as the research
and development cost of this technical secret, the extent
of conversion and application of the achievement, the us-
er's scale of use and his economic benefits, etc.

No matter whether the user continues using the
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technical secret or not, the people's court shall rule that he
shall pay the obligee royalties for the period when he has
used the technical secret. The royalties which have been
paid by the user to the transferor under the invalid contract
shall be refunded by the transferor.

Article 20 "Both parties' rights to use and transfer",
which is mentioned in Article 861 of the Civil Code shall
include the rights that either party does not have to be con-
sented to by the other party before using the technical se-
cret or licensing the technical secret to others by means of
common license for use, and may solely occupy the ben-
efits obtained therefrom. If one party assigns the right to
transfer the technical secret achievement to others, or li-
censes the technical secret to others by means of sole or
exclusive license for use, without the other party's consent
or confirmation, the said assignment or license shall be
ascertained to be invalid.

Article 21 Where one party to a technology devel-
opment contract discretionarily exploits a patent or uses a
technical secret under the Civil Code or the contractual
stipulations, but licenses it by means of common license
to others for exploitation or use due to the fact that he can-
not meet the conditions for independently exploiting the
patent or using the technical secret, he may be permitted
to do so.

Article 22 The contracts concluded regarding the
technological achievement to be researched and
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developed or regarding the knowledge, technology, expe-
riences or information involving no patent, patent appli-
cation or technical secret shall be excluded from "technol-
ogy transfer contract" or "technology licensing con-
tract"mentioned in Article 862 of the Civil Code.

The stipulations in a technology transfer contract on
the special equipment, raw materials provided by the
transferor to the transferee for exploitation of the technol-
ogy or on provision of relevant technical consulting or
technical services, shall be a part of the technology trans-
fer contract. Disputes arising out of these matters shall be
settled in a way applicable to technology transfer con-
tracts.

Where a party concludes a consortion contract by
contributing his technology as shares, but does not partic-
ipate in the management of the consortium, and stipulates
the consortium in a form of floor clause, or stipulates that
the other party to the consortion shall pay the price or roy-
alties for the technology, it shall be deemed as a technol-
ogy transfer contract or a technology licensing contract.

Article 25 A license for exploitation of patent may
be granted in the following ways:

(1) Sole license for exploitation, which means the li-
censor licenses a patent within the stipulated license scope
for exploitation of the patent to only one licensee for ex-
ploitation, and the licensor shall not exploit this patent
pursuant to the contractual stipulations;
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(2) License for exclusive exploitation, which means
the licensor licenses a patent within the stipulated license
scope for exploitation of the patent to only one licensee
for exploitation, but the licensor may discretionarily ex-
ploit this patent pursuant to the contractual stipulations;

(3) Common license for exploitation, which means
the licensor licenses a patent within the stipulated license
scope to others for exploitation, and may discretionarily
exploit this patent.

Where there are no stipulations between the parties
on the way of license for exploitation of patent or such
stipulations are not clear, the said way of license shall be
deemed as common license for exploitation. If the con-
tract on license for exploitation of patent stipulates that
the licensee may sublicense others to exploit the patent,
such sublicense may be deemed as common license for
exploitation, unless otherwise agreed upon between the
parties.

The ways of license for using technical secrets shall
be determined by referring to Paragraphs 1 and 2 of this
Article.

Article 28 "Scope of exploitation of patents or use
of technical secrets" mentioned in Article 864 of the Civil
Code shall include the duration, area, method of exploita-
tion of patents or of use of technical secrets, as well as the
persons who access to the technical secrets, and so on.

Where there are no stipulations between the parties

56

Guidelines for Laws and Regulations of Trade Secrets.

on the duration of exploiting a patent or of using a tech-
nical secret, or such stipulations are not clear, the trans-
feree or the licensee shall not be restricted by duration
from exploiting the patent or using the technical secret.

Article 29 The contract on license for use, which
is concluded between the parties regarding the technolog-
ical achievement under application for a patent shall, be-
fore the patent application is publicized, be governed by
the relevant provisions on contracts for licensing of tech-
nical secrets; or shall, after an application for invention
patent is publicized and before it is patented, be governed
by the relevant provisions on contracts on license for ex-
ploitation of patent for reference; or, after it is patented,
the original contract shall be the contract on license for
exploitation of patent, and be governed by the relevant
provisions on contracts on license for exploitation of pa-
tent.

The people's court shall not ascertain a contract con-
cluded between the parties on license for exploitation of
patent under application to be ineffective with the reason
that the technology has not been patented.

6.<Civil Procedure Law of the People's Republic
of China> ( came into force on January 1, 2024 )

Article 103 For a case where, for the conduct of a
party or for other reasons, it may be difficult to execute a
judgment or any other damage may be caused to a party,
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a people's court may, upon application of the opposing
party, issue a ruling on preservation of the party's property,
order certain conduct of the party or prohibit the party
from certain conduct; and if no party applies, the people's
court may, when necessary, issue a ruling to take a pre-
servative measure.

A people's court may order the applicant to provide
security for taking a preservative measure and, if the ap-
plicant fails to provide security, shall issue a ruling to dis-
miss the application.

After accepting an application, a people's court must,
if the circumstances are urgent, issue a ruling within 48
hours; and if it rules to take a preservative measure, the
measure shall be executed immediately.

Article 104 Where the lawful rights and interests
of an interested party will be irreparable damaged if an
application for preservation is not filed immediately under
urgent circumstances, the interested party may, before in-
stituting an action or applying for arbitration, apply to the
people's court at the place where the property to be pre-
served is located or at the place of domicile of the re-
spondent or a people’s court having jurisdiction over the
case for taking preservative measures. The applicant shall
provide security and, if the applicant fails to provide se-
curity, the people's court shall issue a ruling to dismiss the
application.
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After accepting an application, a people's court must
issue a ruling within 48 hours; and if it rules to take a pre-
servative measure, the measure shall be executed imme-
diately.

Where the applicant fails to institute an action or ap-
ply for arbitration in accordance with law within 30 days
after the people's court takes a preservative measure, the
people's court shall remove preservation.

7.<Several Provisions of the Supreme People's
Court on Evidence in Civil Procedures Involving In-
tellectual Property Rights> ( Interpretation No. 12
[2020] of the Supreme People's Court, came into force
on November 18,2020 )

Article 19 A people's court may entrust the identi-
fication of specialized issues for the following facts to be
proved:

(1) The similarities and differences between the in-
fringing technical solutions involved in the litigation and
patented technical solutions and the corresponding tech-
nical features of existing technologies in terms of means,
functions, and effects, among others.

(2) The similarities and differences between the in-
fringing works involved in the litigation and the works for
which rights are claimed.

(3) The similarities and differences between the
trade secrets claimed by the parties and the information
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already known to the public in the corresponding fields,
and the similarities and differences between the infringing

information involved in the litigation and the trade secrets.

(4) The similarities and differences between the in-
fringing articles involved in the litigation and the author-
ized varieties in terms of characteristics and features, and
whether the differences are caused by non-genetic varia-
tion.

(5) The similarities and differences between the in-
fringing layout designs of integrated circuits involved in
the litigation and the layout designs of integrated circuits
the protection of which is requested.

(6) Whether the technologies involved in the con-
tracts are defective.

(7) The authenticity and integrity of electronic data.

(8) Other specialized issues that shall be subject to
entrusted identification.

8.<Provisions of the Supreme People's Court on
Several Issues concerning the Application of Law in
Cases Involving the Review of Act Preservation in In-
tellectual Property Disputes> ( No. 21 [2018] of the Su-
preme People's Court,came into force on January 1,
2019)

Article 6 If, under any of the following situations,
failure to take immediate act preservation measures is se-
rious enough to harm the applicant's interests, such
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situation shall be considered to be the "urgent situation"
as mentioned in Article 100 or Article 101 ®of the Civil
Procedure Law:

1. trade secret of the applicant is to be illegally dis-
closed,;

2. the applicant's right of publication or privacy and
other personal rights are to be infringed;

3. the intellectual property in dispute is to be illegally
disposed of ;

4. the applicant's intellectual property is being or will
be infringed during a time-sensitive occasion such as a
trade fair;

5. a time-sensitive popular show is being or will be
infringed; and

6. other situations requiring immediate act preserva-
tion measures.

6 Corresponding to Article 103,Article 104 of <Civil Proce-
dure Law of the People's Republic of China> which came into
force on January 1,2024.
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i Administration Law

1.<Anti-Unfair Competition Law of the People's
Republic of China> ( came into force on April 23,2019 )

Article 21 Where a business or any other natural
person, legal person or unincorporated organization in-
fringes upon a trade secret in violation of Article 9 of this
Law, the supervisory inspection department shall order
the violator to cease the illegal act, shall confiscate any
illegal income, and impose a fine of not less than 100,000
yuan nor more than 1 million yuan, or, if the circum-
stances are serious, a fine of not less than 500,000 yuan
nor more than 5 million yuan.

2. <Several Provisions on Prohibiting Infringe-
ments upon Trade Secrets> ( Order No. 86 of the State
Administration for Industry and Commerce, #came
into force on December 3,1998)

Article 1  For the purposes of curbing infringe-
ments upon trade secrets, protecting the legitimate rights
and interests of the owners of trade secrets and maintain-
ing the order of the socialist market economy, these Pro-
visions are formulated in accordance with the relevant
provisions of the Unfair Competition Law of the People's

8 The official name of the State Administration for Industry
and Commerce has been changed into the State Administration for
Market Regulation.
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Republic of China (hereinafter referred to as the Unfair
Competition Law).

Article 2 The term "trade secret” as mentioned in
these Provisions refers to the practical information about
technologies and business operations, which is unknown
to the public and is able to bring economic benefits to the
owner and for which the owner has taken confidentiality
measures.

The phrase "unknown to the public" as mentioned in
these Provisions refers to fact that the information is not
directly available through public channels.

The phrase "practical information that can bring eco-
nomic benefits to the owner" as mentioned in these Pro-
visions refers to the information with definite practicabil-
ity which can bring actual and potential economic benefits
or competitive advantages to the owner.

The "confidentiality measures taken by the owner"
as mentioned in these Provisions include signing a confi-
dentiality agreement, setting up a confidentiality system
and adopting other reasonable confidentiality measures.

The "information about technologies and business
operations” as mentioned in these Provisions includes de-
signs, procedures, formula of products, manufacturing
techniques and methods, management secrets, name list
of customers, information about resources, production
and sales strategies, bottom price of a bid, contents of a
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bidding document, etc.

The term "owner" as mentioned in these Provisions
refers to citizens, corporate bodies or other organizations
who own trade secrets.

Article 3 It is forbidden to commit any of the fol-
lowing acts infringing upon trade secrets:

1. Acquiring trade secrets by stealing, luring by
promise of gain, coercing or other improper means;

2. Disclosing, using or allowing others to use trade
secrets acquired by means as mentioned in the previous
sentence;

3. For an entity or individual who has business rela-
tionship with the owner of trade secrets, its or his breach-
ing the contract or violating the owners' requirements
about disclosing, using or allowing others to use the said
trade secrets that it or he has access to; and

4. For an employee of the owner of trade secrets, his
breaching the contract or violating the owners' require-
ments about disclosing, using or allowing others to use the
trade secrets he has access to.

The act of acquiring, using or disclosing others' trade
secrets conducted by a third person who knows or should
know the illegal acts as listed in the previous paragraph
shall be deemed as an infringement upon trade secrets.

Article 4 Infringements upon trade secrets shall be
determined and handled by the industry and commerce
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administrative organs at or above the county level.

Article 5 Where an owner of any trade secrets be-
lieves that any of its (his) trade secrets has been infringed,
it (he) shall should provide evidence to prove the exist-
ence of the trade secret and its infringement when it (he)
applies to the industry and commerce administrative or-
gan for investigating and punishing the infringement.

The entity or individual under investigation (re-
spondent), interested persons and testifiers shall faithfully
provide relevant evidence to the industry and commerce
administrative organ.

If the owner can prove that the information used by
the respondents is identical with or similar to its (his) trade
secret and that the respondent had access to its (his) trade
secret, while the respondent is unable to provide or refuses
to provide evidence to prove its (his) lawful acquisition or
use of the information, the industry and commerce admin-
istrative organ shall determine the infringement of the re-
spondent on the basis of the relevant evidence.

Article 6 Where a respondent illegally discloses,
uses or allows any other person to use a trade secret, and
if such act results in irrecoverable losses to the owner, at
the owner's request and upon its (his) written promise that
it (he) will voluntarily bear the liability for the conse-
quences of taking mandatory measures, the industry and
commerce administrative organ may order the respondent
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to stop selling the products produced with the said owner's
trade secrets.

Article 7 Where anyone violates Article 3 of these
Provisions, the industry and commerce administrative or-
gan may, under Article 25° of the Unfair Competition
Law, order it (him) to stop the violation and fine it (him)
not less than 10, 000 yuan but not more than 200, 000
yuan.

When the industry and commerce administrative or-
gan punishes the infringer in accordance with the provi-
sions of the preceding paragraph, it may dispose of the
infringing articles as follows:

1. Ordering the infringer to return to the owner the
drawings, software and other relevant data containing the
trade secret;

2. Supervising the infringer's destroying the products
produced with the owners' trade secret which will make
the secrets known to the public once they are traded in
markets, unless the owner agrees to take such measures as
purchasing or selling those products.

Article 8 If the infringer refuses to execute the
punishment decision and continues its (his) act as men-
tioned in Article 3 of these Provisions, it shall be deemed

9 Amended by Article 21 of <Anti-Unfair Competition Law
of the People's Republic of China> which came into force on April
23, 2019.
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to have committed a new violation and shall be given a
heavier punishment.

Article 9 If the owner files a request for mediation
of a damage claim with the industry and commerce ad-
ministrative organ, the industry and commerce adminis-
trative organ may conduct a mediation.

The owner may directly bring an action in the peo-
ple's court so as to make a claim for damages.

Article 10 No state organ or none of its function-
aries shall disclose or allow any other person to use any
other person's trade secrets when it (he) performs its (his)
official duties.

The case handlers of an industry and commerce ad-
ministrative organ shall keep the owner's trade secrets
confidential when supervising and inspecting unfair com-
petition acts infringing upon trade secrets.

Article 11 The power to interpret these Provisions
shall remain with the SAIC.

Article 12 These Provisions shall come into force
as of the date of promulgation.

3.Foreign Investment Law of the People's Repub-
lic of China (came into force on January 1, 2020)

Article 22 Paragraph 1 The state protects the in-
tellectual property rights of foreign investors and foreign-
funded enterprises, and protects the lawful rights and in-
terests of owners of intellectual property rights and
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relevant right holders; and for infringements of intellec-
tual property rights, strictly holds the infringers legally li-
able according to the law.

Article 23  Administrative agencies and their em-
ployees shall keep confidential, according to the law, the
trade secrets of foreign investors and foreign-funded en-
terprises to which they have access in performing their
duties, and neither divulge nor illegally provide others
with such secrets.

4.Regulation for Implementing the Foreign In-
vestment Law of the People's Republic of China (came
into force on January 1, 2020)

Article 23 Paragraph 1  The state shall strengthen
efforts to punish infringements upon intellectual property
rights, continuously reinforce the law enforcement on in-
tellectual property rights, promote the establishment of a
rapid collaborative protection mechanism for intellectual
property rights, improve the diversified mechanisms for
the resolution of disputes over intellectual property rights,
and equally protect the intellectual property rights of for-
eign investors and foreign-funded enterprises.

Article 25 Where an administrative agency's per-
formance of duties in accordance with the law requires a
foreign investor or a foreign-funded enterprise to provide
any materials and information relating to a trade secret, it
shall be limited to the extent required for the performance

68

Guidelines for Laws and Regulations of Trade Secrets.

of duties, clearance shall be strictly controlled, and per-
sons unrelated to the performance of duties shall not have
any access to the relevant materials and information.

Administrative agencies shall establish and improve
their internal management rules, and take effective
measures to protect the trade secrets of foreign investors
and foreign-funded enterprises to which they have access
in the performance of duties; and if it is necessary to share
information with any other administrative agency in ac-
cordance with the law, shall take confidentiality measures
for the trade secrets involved in such information to pre-
vent leakage.
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i Criminal Law

1.<Amendment (XI) to the Criminal Law of the
People's Republic of China>(came into force on
March 1,2021)

Article 219 Whoever commits any of the follow-
ing conduct to infringe upon a trade secret shall, if the cir-
cumstances are serious, be sentenced to imprisonment of
not more than three years and a fine or be sentenced to a
fine only; or if the circumstances are especially serious,
be sentenced to imprisonment of not less than three years
nor more ten years and a fine:

(1) Obtaining a right holder's trade secret by theft,
bribery, fraud, coercion, electronic intrusion, or any other
illicit means.

(2) Disclosing, using, or allowing any other person
to use a trade secret obtained from a right holder by any
means as mentioned in the preceding paragraph.

(3) Disclosing, using, or allowing any other person
to use a trade secret known by him or her in violation of
confidentiality obligations or the right holder's require-
ments for keeping the trade secret confidential.

Whoever knows any conduct set forth in the preced-
ing paragraph but still acquires, discloses, uses, or allows
any other person to use the trade secret shall be punished
for infringing upon the trade secret.

For the purposes of this article, "right holder" means

70

Guidelines for Laws and Regulations of Trade Secrets.

the owner of a trade secret and any person permitted by
the owner to use the trade secret.

Article 219(1) Whoever steals, pries into, buys, or
illegally provides any trade secret for any overseas insti-
tution, organization, or individual shall be sentenced to
imprisonment of not more than five years and a fine or be
sentenced to a fine only; or if the circumstances are seri-
ous, be sentenced to imprisonment of not less than five
years and a fine.

Article 220 Where an entity commits a crime pro-
vided for in Article 213 through Article 219A of this Sec-
tion, the entity shall be sentenced to a fine, and its directly
liable executive in charge and other directly liable persons
shall be punished in accordance with the provisions of the
aforesaid articles of this Section respectively.

2.<Interpretation (111) of the Supreme People's
Court and the Supreme People's Procuratorate of Sev-
eral Issues Concerning the Specific Application of Law
in the Handling of Criminal Cases Involving Infringe-
ments upon Intellectual Property Rights> ( Interpre-
tation No. 10 [2020] of the Supreme People's Court,
came into force on September 14, 2020 )

Article 3 Stealing any trade secret by such means
as illegally reproducing and using without or beyond au-
thorization a computer information system shall be deter-
mined as "theft'as provided for in subparagraph
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(1),paragraph 1 of Article 219 of theCriminal Law.
Where any trade secret of a right holder is obtained by
such means as bribery,fraud,and electronic intrusion,such
means shall be determined as "other illicit means"set forth
in subparagraph (1), paragraph 1 of Article 219 of the
Criminal Law.

Article 4 Any act prescribed in Article 219 of
the Criminal Law committed under any of the following
circumstances shall be determined as "causing heavy loss
to the right holder of the trade secret™:

(1) The amount of loss caused to the right holder of
the trade secret or the amount of illegal income obtained
from the infringement upon the trade secret is 300,000
yuan or more.

(2) Itdirectly causes the bankruptcy or closure of the
right holder of the trade secret due to great difficulty in
operation.

(3) Any other heavy loss is caused to the right holder
of the trade secret.

Where the amount of loss caused to the right holder
of the trade secret or the amount of illegal income ob-
tained from the infringement upon the trade secret is 2.5
million yuan or more, it shall be determined as "causing
particularly serious consequences™ as provided for in Ar-
ticle 219 of the Criminal Law.
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Article 5 The amount of loss caused by or the
amount of illegal income obtained from committing any
of the conduct set forth in Article 219 of the Criminal
Law may be determined according to the following meth-
ods:

(1) Where any trade secret of the right holder ob-
tained by improper means has not been disclosed, used or
allowed to be used by any other person, the amount of loss
may be determined based on the reasonable royalty of the
trade secret.

(2) Where the trade secret of the right holder ob-
tained by improper means is disclosed, used or allowed to
be used by any other person, the amount of loss may be
determined based on the loss of sales profit incurred by
the right holder due to infringement, but the amount of
loss shall be determined based on the reasonable royalty
of the trade secret if it is lower than the reasonable royalty.

(3) Where the possessed trade secret is disclosed,
used or allowed to be used by any other person in viola-
tion of the agreement or the requirements of the right
holder for keeping the trade secret confidential, the
amount of loss may be determined based on the loss of the
sales profit incurred by the right holder due to the in-
fringement.

(4) Where the trade secret is obtained, used or dis-
closed with clear knowledge that the trade secret is
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obtained by improper means or in violation of the agree-
ment or the requirements of the right holder on keeping
the trade secret confidential, the amount of loss may be
determined based on the loss of the sales profit incurred
by the right holder due to the infringement.

(5) Where any trade secret has been known by the
public or lost due to the infringement upon the trade secret,
the amount of loss may be determined based on the com-
mercial value of the trade secret. The commercial value of
the trade secret may be determined comprehensively
based on the research and development cost of the trade
secret and the proceeds obtained from the exploitation of
the trade secret.

(6) Property or any other property interest obtained
from disclosing or permitting any other person to use the
trade secret shall be determined as illegal income.

The loss of sales profit incurred by the right holder
due to the infringement as set forth in subparagraph (2),
(3) or (4) of the preceding paragraph may be determined
based on the total decrease in sales volume of the right
holder due to the infringement multiplied by the reasona-
ble profit of the right holder from each product; if the total
decrease in sales volume cannot be determined, the loss
may be determined based on the sales volume of infring-
ing products multiplied by the reasonable profit obtained
by the right holder from each product; if neither the total
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decrease in sales volume of the right holder due to the in-
fringement nor the reasonable profit from each product
can be determined, the loss may be determined based on
the sales volume of infringing products multiplied by the
reasonable profit of each infringing product. If the trade
secret is used for services or any other business activities,
the amount of loss may be determined based on the de-
crease in reasonable profit of the right holder due to the
infringement.

The remedial expenses incurred by the right holder
of a trade secret for the purpose of mitigating the damage
to business operation or business plan or restoring the se-
curity of the computer information system or any other
system shall be included in the loss caused to the right
holder of the trade secret.

Article 6 Where a party, a defender, an agent ad
litem or a person that is not a party to the case applies in
writing to keep confidential the evidence or materials on
relevant trade secrets or other business information that
needs to be kept confidential in criminal proceedings, nec-
essary confidentiality measures such as arranging for par-
ticipants in proceedings to sign a written confidentiality
commitment shall be taken in light of case circumstances.

Whoever violates the requirements of the preceding
paragraph regarding confidentiality measures or the con-
fidentiality obligation as provided for by laws and
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regulations shall assume corresponding liability in ac-
cordance with the law. Whoever discloses, uses or allows
any other person to use any trade secret accessed or ob-
tained in criminal proceedings without authorization shall
be held criminally liable in accordance with the law if it
complies with Article 219 of the Criminal Law.

Article 9  Whoever falls under any of the following
circumstances may be given a lighter punishment as the
case may be:

(1) Pleading guilty and accepting punishment.

(2) Obtaining the forgiveness of the right holder.

(3) Showing repentance.

(4) Not disclosing, using or permitting any other per-
son to use the trade secret of the right holder obtained by
improper means.

Article 10 Whoever commits a crime of infringe-
ment upon intellectual property rights shall be subject to
a fine in accordance with the law by taking into compre-
hensive consideration such circumstances as the amount
of criminal and illegal income, the amount of illegal op-
eration, the amount of loss incurred by a right holder, the
quantity of infringing and counterfeit articles and the se-
verity of social harm.

The amount of fine shall generally be determined as
not less than one time nor more than five times the amount
of illegal income. If the amount of illegal income cannot
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be ascertained, the amount of fine shall generally be de-
termined as not less than 50% nor more than one time the
amount of illegal operation. If neither the amount of ille-
gal income nor the amount of illegal operation can be as-
certained, and a sentence of fixed-term imprisonment of
not more than three years, criminal detention, public sur-
veillance or a separate fine is imposed, the amount of fine
shall generally be determined as not less than 30,000 yuan
nor more than one million yuan; and if a sentence of fixed-
term imprisonment of not less than three years is imposed,
the amount of fine shall generally be determined as not
less than 150,000 yuan nor more than five million yuan.
3.<the Decision on Amending the Criteria for
Launching Formal Investigation into Criminal Cases
of Infringement upon Trade Secrets by the Supreme
People's Procuratorate and the Ministry of Public Se-
curity > ( came into force on September 17, 2020)
For the purposes of punishing crimes of infringement
upon trade secrets in accordance with the law, intensify-
ing the criminal judicial protection of intellectual property
rights, and maintaining the economic order of the socialist
market, Article 73 Criteria for Launching Formal Investi-
gation into Criminal Cases of Infringement upon Trade
Secrets of the Provisions of the Supreme People's Procu-
ratorate and the Ministry of Public Security on the Criteria
for Launching Formal Investigation into Criminal Cases
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under the Jurisdiction of Public Security Organs (I1) are
amended to read: [Cases of Infringement upon Trade Se-
crets (Article 219 of the Criminal Law)] Infringement
upon a trade secret being suspected of falling under one
of the following circumstances shall be subject to formal
investigation:

(1) The amount of losses caused to the right holder
of a trade secret is more than 300,000 yuan.

(2) The amount of illegal gains from infringement of
a trade secret is more than 300,000 yuan.

(3) Bankruptcy and closedown of the right holder of
a trade secret due to major operation difficulty which is
directly caused by the infringement.

(4) Other circumstances causing major losses to the
right holders of trade secrets.

The amount of losses or illegal gains caused as spec-
ified in the preceding paragraph may be determined by the
following means:

(1) Where the trade secret of a right holder is ob-
tained by the violator by inappropriate means, and is not
disclosed, used or allowed to be used by others, the
amount of losses may be determined based on the reason-
able licensing fees for the trade secret.

(2) Where, after the trade secret of a right holder is
obtained by the violator by inappropriate means, it is dis-
closed, used or allowed to be used by others, the amount
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of losses may be determined based on the losses of the
right holder's sales profits caused by the infringement, but
where the amount of losses is lower than the reasonable
licensing fees for the trade secret, it shall be determined
based on the reasonable licensing fees.

(3) Where a trade secret obtained is disclosed, used
or allowed to be used by others in violation of the agree-
ment and the requirements of the right holder for keeping
trade secrets, the amount of losses may be determined
based on the losses of the right holder's sales profits due
to the infringement.

(4) Where it is known perfectly well that a trade se-
cret is obtained by inappropriate means, or disclosed, used,
or allowed to be used in violation of the agreement and
the right holder's requirements for the protection of trade
secrets, it is still obtained, used or disclosed, the amount
of losses may be determined based on the losses of the
right holder's sales profits due to the infringement.

(5) Where a trade secret has been known to the public
or has been lost due to infringement upon a trade secret,
the amount of losses may be determined based on the
commercial value of the trade secret. The commercial
value of a trade secret may be comprehensively deter-
mined based on the research and development costs of the
trade secret and the benefits from the implementation of
the trade secret.
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(6) The property or other property benefits obtained
by disclosing or allowing others to use trade secrets shall
be deemed illegal gains.

The losses of sales profits caused by the infringement
upon a right holder as specified in Items (2), (3) and (4)
of the preceding paragraph may be determined by multi-
plying the total amount of sales reduction caused by the
infringement upon the right holder by the reasonable prof-
its of each product of the right holder. Where the total
number of sales reductions cannot be determined, it may
be determined by multiplying the sales volume of the in-
fringed product by the right holder's reasonable profits per
product. And where the right holder's total sales reduction
due to infringement and the reasonable profits of each
product cannot be determined, it can be determined by
multiplying the sales volume of infringed products by the
reasonable profits of each infringed product. Where a
trade secret is used in other business activities such as ser-
vices, the amount of losses may be determined based on
the reasonable profits of the right holder reduced by the
infringement.

The remedial expenses paid by the right holder of a
trade secret for reducing the losses of business operation
or business plans or restoring the security of computer in-
formation systems and other systems shall be included in
the losses caused to the right holder of the trade secret.
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