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Tips for Corporate IP
Compliance Management

1. Concept of IP compliance risk

Intellectual property (IP) compliance risk refer to a
company's possible exposure to legal liability, criminal
liability, economic or reputational loss, and other
negative impacts resulting from the non-compliant IP-
related behaviors of the company and its employees.

2. Purpose of corporate IP compliance management

Corporate IP compliance management is performed
based on the effective identification and management
of IP compliance risks to ensure that the management
and business activities of companies are lawful, urge
companies to comprehensively strengthen their IP
compliance management work, improve their lawful
operation and management levels, and maintain their
sustainable and healthy development.

3. How to build IP compliance management
systems

Companies should build and improve their
IP compliance management systems, including the
organizational system, institutional system, operation
system, risk identification and early warning system, and
compliance culture cultivation system.
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[Organizational System] Companies may
reasonably select and appoint an IP compliance
management department or personnel based on their
industry characteristics and business scale to organize,
coordinate, and supervise IP compliance management
work, and provide compliance management support for
other departments while directly carrying out various
compliance management work. Companies shall ensure
that the IP compliance management department or
personnel has the veto power on matters involving major
compliance risks.

[Institutional System] Companies shall establish
and improve a standardized IP affairs management and
decision-making process and take IP compliance review
as a compulsory procedure for business management
activities such as formulation of rules and regulations,
decision-making on major matters, signing of important
contracts, and operation of major projects; promptly
provide rectification suggestions for non-compliant
matters and ensure that the preceding activities will
not be implemented before passing the IP compliance
view. Companies should establish and improve rules
and regulations for compliance supervision, compliance
reporting, performance evaluation, non-compliance
investigation, documented information management,
confidentiality management, etc.

[Operating System] Companies should attach
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importance to the construction of a compliance
management operating system to ensure compliance in
IP acquisition, maintenance, and use.

1 Compliance in acquisition. Companies shall
make timely applications for the registration of various
types of IPs and establish clear management measures
and working procedures regarding the acquisition of IPs
such as the patent applications, registrations of integrated
circuit layout designs, trademarks, and copyrights,
and trade secret protection, as well as their subsequent
maintenance or voluntary waiver.

2 Compliance in maintenance. Companies shall
develop detailed rules for the disposal and operation of
IPs, specify the conditions for defining service inventions
and the principles for determining the ownership of
IPs in commissioned work or co-authored work, and
establish management measures and working procedures
for the transfer, licensing, investment, and pledge of IPs
such as patents, trademarks, and copyrights.

3 Compliance in use. Companies should pay
attention to the management of IPs in the processes of
production and operation and establish management
measures and working procedures for various IP affairs
that may be involved in the procurement of raw materials
and equipment (including software), technology and
product development, technology transfer (licensing) and
cooperation, commissioned processing, sales of products,
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advertising or sales exhibitions, tendering and bidding,
import and export trade, joint ventures, mergers and
acquisitions, and listing.

[Risk Identification and Early Warning]

Companies shall improve the compliance
risk collection mechanism, comprehensively and
systematically sort out compliance risks that may exist
in business activities, and build a compliance risk ledger
to systematically analyze risk sources, risk categories,
risk formation factors, possible consequences, and the
likelihood of occurrence; and promptly issue early
warnings for risks that are of typical significance,
widespread, and likely to cause serious consequences.

[Compliance Culture Cultivation]

Companies shall establish a hierarchical compliance
training system for technicians, IP management
employees, and all employees; and cultivate IP culture
by enhancing IP awareness and IP values, creating an
atmosphere of advocating innovation and respecting
IP, and attaching importance to IP publicity and
education. Based on the development the IP management
regulations and the cultivation of IP compliance talents,
companies shall establish an incentive mechanism that
is conductive to increasing the employees' enthusiasm
for IP compliance work and build a corporate image that
respects and protects IPs.
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‘ Guidelines for the Whole—
Process Protection of
Corporate IPs

[Companies]

As China's economy enters a stage of high-quality
development, IPs play an increasingly important role
in driving the innovation, competition, and sustainable
development of companies. Companies shall manage
and protect their IPs throughout the entire process and
every link of their business operations. They shall take
efficient and reasonable protection measures based
on their business characteristics, operating scale, and
development plans, improve their internal IP compliance
management systems, and strengthen external IP risk
prevention capabilities.

1. Creation of IPs

Companies shall develop core technologies
and main brands based on factors such as their
business characteristics and target markets and make
IP deployment plans that match their development
strategies. In terms of brand cultivation, companies
shall adopt a strategy of "trademark first". They should
promptly determine the business areas and register their
trademarks as soon as possible to prevent others from

Y / &
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registering them in bad faith. For R&D results, companies
can deploy hierarchical and categorized patents based
on the innovativeness and value of the technology
and reasonably choose a single or comprehensive IP
protection model among patents, copyrights, and trade
secrets according to the type of technology.

Before applying for IP registration, companies
should conduct sufficient retrieval and reviews or
engage a reputable professional IP agency to apply for
IP registration on their behalf to avoid non-compliance
with the application conditions or infringement upon
the prior rights of others. In addition, companies should
properly keep documents that can be used to prove their
ownership of IPs, such as IP rights certificates, payment
records, R&D records, and original copyright carriers.

2. Use of IPs

Companies should use IPs in a reasonable and
standardized manner. For example, after registering a
trademark, companies must use it at least once within
three consecutive years and must not make unauthorized
changes to the trademark such as splitting it, combining
it with other trademarks, or adding elements to it.
Otherwise, they may be exposed to risks such as
trademark revocation or infringement. When transferring
or licensing IPs to others, companies may pre-evaluate
the value-added part of the licensed IPs, or agree on
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the ownership thereof with the transferee or licensee,
and require the transferee or licensee to perform review,
filing, or registration procedures. When a company
develops to a certain stage and needs to further expand
its IP layout, it may file applications for PCT patents to
deploy patents abroad, or buy patents taking into account
factors such as the acquisition direction, patent validity
period, and patent licensing status.

3. Management of IPs

Where possible, companies may take measures
such as building an IP database to sort out, summarize,
update, maintain, and analyze IP information in their
industrial areas, the IP rights held by them and their
operation status, to adjust their IP management strategies
as needed. First, strengthen the management of IP-
related contracts. For example, in contracts such as
commissioned development, commissioned processing,
and OEM contracts, companies shall specify the
confidentiality obligations, IP ownership, license scope,
liabilities for infringement, and other relevant content.
Second, strengthen the IP review in business activities.
For example, when purchasing products, companies
should verify suppliers' authorization and licensing
documents and business qualifications, reject abnormal
products such as those that are priced significantly lower
than the market price or lack quality certificates, and
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keep the evidence that can prove the legal source of
the products, such as the purchase contracts, bills, and
remittance orders.

4. Protection of IPs

Companies shall build an IP risk management
system that covers pre-event early warning, in-process
control, and post-event feedback, classify IP risks
based on the occurrence time, frequency, and impact,
and promptly develop prevention and response plans.
For companies that hold trade secrets, they shall also
take confidentiality measures for the staff, carriers,
locations, and information involved in the trade secrets
based on their business scale, the value of the trade
secrets, and the protection requirements. If a company's
IP is infringed, the company can turn to a variety of
reliefs such as administrative protection, criminal
protection, and civil protection based on factors such
as the type of infringement and degree of damage. In
addition, the company shall, in accordance with the law,
promptly take measures such as collecting evidence on
their own, applying for notarization of the evidence-
collecting process, or applying to the court for evidence
preservation or pre-litigation injunction to prevent the
loss of evidence and further damage.
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[Employees]

Employees are the driving force for companies to
develop, innovate, and create values. However, many IP-
related disputes arise from employees' on-boarding and
separation. To protect their legitimate rights and interests
and avoid unnecessary legal disputes, employees should
keep their eyes open, strengthen their legal awareness of
IPs, and identify and prevent IP-related risks in the on-
boarding, in-service, and separation stages.

1. On-boarding stage

Before joining a company, employees should
carefully read the confidentiality clauses stipulated in
the employment contract and focus on such matters as
the scope of confidential information, the confidentiality
period, and the methods and permissions for employees
to access and use trade secrets. If the company that an
employee is about to join is in competition with the
employee's former employer or their R&D results are
related, the employee should avoid using the trade secrets
of the former employer.

To protect the legitimate rights and interests of
employees, it is recommended that employees and the
employer clearly agree on the ownership of service works
and inventions and the related reward and compensation
rules. The ownership of service works and inventions
between employees and an employer can be determined
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based on the roles and positions of the employees.
For example, if the employee is a general researcher,
the service inventions developed by the employee
shall be owned by the employer but the employee
shall have the right of first refusal for future transfer
of the inventions. If the employee is a shareholder or
a senior executive who invests in the company using
technology, the employee and the company shall clarify
the ownership of the first-generation technology and
its iterations, respectively. To use works or technology
created or developed by employees beyond their duties,
the employer shall obtain consent from the employees
and make compensation to the employees in the agreed
amount.

2. In-service stage

During their employment, employees should take
various IP-related training and examinations organized
by the employer, understand and comply with the
employer's IP protection regulations, accurately identify
and properly use intangible assets whose IPs belong to
the employer, and take cautions when using information
carriers such as paper or electronic documents that are
marked as confidential or managed in a special manner.

Where an employee needs to provide confidential
information to external individuals or companies for
the purpose of carrying out business activities such as
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business cooperation, technical operation, or cross-
border cooperation, the employee shall request the
employer to sign a non-disclosure agreement (NDA)
with these external individuals or companies. Where an
employee needs to participate in a job-related technical
seminar or publicly disclose any content that may involve
confidential information for work reasons, the employee
shall be reviewed for confidentiality purpose by the
person in charge of confidentiality work before his/her
participation in the technical seminar or disclosure of
relevant content.

3. Separation stage

Before formally leaving a company, an employee
shall cooperate with the company in completing various
processes and procedures required for fulfilling their
confidentiality obligations, such as cooperating with
the company in conducting an inventory of devices and
documents containing confidential information and
other relevant items, returning or destroying these items
as required, creating a ledger to record the returned or
destroyed items, notifying the related clients, suppliers,
and partners of the separation, and carrying out the
handover.

Employees who serve as senior managers or senior
technicians or have confidentiality obligations in a
company may have signed a non-competition agreement
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with the company. Before leaving the company, they
should confirm with the company again whether the
non-competition agreement takes effect after their
separation. If yes, they should pay attention to specific
matters such as the scope, territory, and duration of
non-competition, liabilities for breach, and amount of
economic compensation specified in the non-competition
agreement. For employees who have not signed a non-
competition agreement or those whose non-competition
agreement has expired, if they join a company that
competes with their former employer or is engaged in
the similar business as that of their former employer,
they are not allowed to use the confidential information
of their former employer, hire employees of the former
employer with high salaries for the purpose of obtaining
confidential information of their former employer, or use
personal connections to incite or induce others to assist
in obtaining confidential information of their former
employer.
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Self-Checklist for Corporate IP Protection

Question

Yes

No

Does your company have a clear IP management and
protection system? Does your company have normative
documents for IP protection?

Does your company have a clear management and protection
mechanism for inventions and trade secrets that do not meet

the application requirements?

Does your company have a network-based IP information
management system for the technology development
department?

Before applying for IP registration, does your company require
the relevant personnel to search for existing technology or prior
rights?

Does your company conduct IP investigations before producing
and selling products to avoid infringement disputes?

Does your company clearly identify the persons responsible for
IP-related legal risks at each stage from technology

development to mass production?

Does your company sign a non-competition agreement or NDA
with employees regarding IP protection?

Does your company sign relevant agreements with technical
developers to clarify the ownership of IPs created by technical
developers?

Does your company proactively apply for registration of the
trademarks used or register the ownership of the copyrights or
integrated circuit layout designs created?

10

In case of infringement of your company's IP, does your
company proactively collect the relevant clues and evidence of
the infringement and submit them to judicial authorities?

22
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